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ABSTRACT

The quality of the fuzzing seed file is one of the important factors to discover vulnerabilities faster. Although the prior
seed generation paradigm, using dynamic taint analysis and symbolic execution techniques, enhanced fuzzing efficiency, they
are not extensively applied owing to their high complexity and need for expertise. This study proposed the DDRFuzz
system, which creates seed files based on sequence-to-sequence models. We evaluated DDRFuzz on five open-source
applications that used multimedia input files. Following experimental results, DDRFuzz showed the best performance
compared with the state-of-the-art studies in terms of fuzzing efficiency.
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Fig. 1. simple RNN based seq2seq model
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Table 1. Project list and Dataset mp3, h264)elt}. webd 4 91 format ®
oy 2 2313517 Z olr =
Nuli Inpat | Train Initial seed corpus® A8l j—T: OETE
media | Project Version Form | Data model el ARgRTE 99} A2 2RSS F5
Type at set sl Z2AE FLAH]l W42 Table 1.7 2t}
Image libavif v0.9.3 AVIF 3.9k
libtiff v4.0.9 TIFF 1.0k 522 |mp|ementat|0n
Audio mpgl23 v.1.26.9 MP3 4.5k
frmpes | vA441 | MP3 | 45k 4o sis] ALed PC ¥ ALE meoue
Video | libavc 3;“3‘;)01;12'11 H264 | 4.8k Table 2.9} 2t} s2EZ hest +e PO A}

fuzzing 7Fs 1% (coverage %7} % queue
update)
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—EZ“E"HH Ao 2 A dlels Algs] A
%= A, dld ZE2AE vigk Ay shds 2A

4990 ok 1N AL, i crash $4
$1ske] P83 ASANS 32bitehe A ¥3h7]el,

32bit wlelUelE AlFe 74 %= ZRAEL u)

Astdc, gk AdelA AFL 2.52b WS A
slglon 9 wAel AFL fuzzinge] AHE A
SE7] %= A9 ZRAER wstdch vk

o7 Paw s gHpel 2o} 711” S® U
A8 DDRFuzz2l 22 layer7}
Soludtle EAA o wialstede}t. 3 model 3

F2 g 38l 7o) fuzzingS A|&EH R
T8 ek A A Sgpel] 2 s =) odctar st
=, 3 43 o]F = fuzzing® sk FHE
2, model 5ol gk 2wz SAA] sk
o} ZRAEE ¥ {3 ulg} ZA AR
TR 3o, 2 ARl §A, dAkelth £ 5
Ne] Z2AEZS ’Lzéﬂ‘iii”% Z2AEAA ¢fH o
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Table 2. Experiment Environment

g319om fuzzing A TS A W Al
AFL, Initial seed corpus® A4 u] A}&3t
AFL4ADDRFuzz, model &y o F2d]
tensorflow-gpu ¥ Cuda -?}34 WA AHo|
Table 3.& FAA717] f18k
Zt model ¥ hyper parameterﬂ] EH?fP HE
fitting 3= A#¥ #Eel™, parameter ¥ 27l
= &3} 2t} max lengthe model?) Hg—ﬂ.%}—J
Hdl ZHeolg ov] 9, o] & ¥ vectord
layer 7Heot AZAE =R vF HA] ofon, Aot
9] 55 WEE fitting 33t} epoch> A A H|
oleJAlloll i3le] S stz 3HE U,
overfitting=|A] %¥=% early stop Al7]1=% 3131
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o ot

e
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batch size® 4439t embedding dim A}
43l= vector®] =71E E°|2, densedstA xds)
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EIsi=

Categorty Component Details
CPU Intel(R) Core(TM) i7-10700k CPU @ 3.80GHz
PC GPU NVIDIA GeForce RTX 2080 SUPER
Memory 64GB
Python Python 3.9.6
tensorflow-gpu 2.3.0
Program AFL . 2.5.2b.
AFLDDRFuzz https://github.com/onsoim/AFL4DDRFuzz
Cuda v10.1.243
CuDNN 8.2.0
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Table 3. model parameters
Model Parameter libavif libave libtiff mpgl23 ffmpeg
Max length 1000 1000 1000 1000 1000
. batch size 8 8 8 16 16
Simple-seq2seq
epoch 30 30 150 1000 1000
embedding dim 64 64 128 128 128
max length 1000 1000 1000 1000 1000
seq2seg-attenti batch suze 8 8 16 16 16
on epoch 30 30 160 1000 1000
embedding dim 64 64 128 192 192
max length 1000 1000 1000 1000 1000
batch size 8 8 16 16 16
transformer
epoch 30 30 150 200 200
embedding dim 64 64 128 128 128
5.3 Seed corpus MM0| H&tE model Hlw ulel o] 54 A Aol 7H el model
"ot o gk AEE sk= 2 ofgiANt, lHgke] 2ol
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modeldA] Hrlsh= S HFRZ Il F 4709
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corpuss Fg3le] ZRAE W GA7F ot
fuzzings F3ste], A2 path 7N5¢ crash
N5 wlagkcl. Table 3.2 ZF model®] Aol
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g Foln, g AHgEte] 2 A 9
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%4+ transformer model®] A%5o] AU FA
2L o]¢lel= simple-seq2seq model E&
seq2seg-attention model®] Aol & vgFow
=

ot

)
a A=
o

5.4 XAS22 MME seed corpus? £2M T}

2 AYexE  DDRFuzzs 3 AAH
valuable seed corpus® E&AS Falslr] 93
original seed corpus®} & odele] vla 4

Table 4. Comparison of Crash and Coverage between segq2seq models

) Simple-seq2seq seq2seq-attention transformer

Project Input length (Byte)

Crash Path Crash Path Crash Path

libavif 735.1 0 0 4458 0 2400

libtiff 830.2 30 31 284 25 179

ffmpeg 942.3 5 2968 4 2773 2084

mpgl23 1979.9 1740 0 1840

libavce 3753.6 0 7083 7853
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9] seed corpusit} © Aol & AL ¢ &+
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Table 5. Project list and Dataset

Origin SmartSeed DDRFuzz

Project
Crash | Path | Crash | Path | Crash | Path
ffmpeg 0 359 0 2135 5 2968

5.5 Z model?| MET0| [}E Ms Tl H|lw

A 42004 A wle}l o] seed
generations $3% seq2seq model?] 7% =&
AT fuzzing 2 A5S UEA] @& F
st wEhA B A= AAE seed corpus7h
exploitation®} exploration W& X5 W3}
= HAe Az Flex] Hrislr] 4
model?] Ag%E WE fuzzing A%< ¥lw A%
o}, ol A E crashe] 7gE WS Ao ¥+
oulaly] el mjA|st i line coveragews 7]EFo R
ZleYsteict.

Table 6.5 2¥ 249 AHIgr+= FAER =
model HE Aolalct, ot FAER A A
E WS EAE 4 9)=dl, ffmpeg? A RE
model°lA 85-90% <l 3% line coverage®]
d3E 24T 4 9den, mpgl239] A-gel=
80-85%, libtiff= 90%, libavifE= 75%, libavc
= 75%A 27} line coverage FHwizhe 24
& 4 9ladrt.

wg Fig. 11.2 model &% W coverage
W A1Z43EE a¥elth, 23S B initial seed
=

corpus® {2 ARE3IE A-1, B[ Tl &
= F2HE IW7F 9= ¥ DDRFuzzE &3
AAE seed corpusE HHEFOR ARSEE A-IIL
B-II 22 79= Tl == S=2E7} 67071 24
st Fe2Ed w2 o REA e AS s

T osden model?] AHIEr} EL4E
exploitation 4Ade] Z7lsta A I

gerb o

exploration $Alo] Z7ldltte AL & 4

weba], seed corpus) o]vl A} ZEAEQ tiok
[}

mpgl23 0 863 0 1599 0 1840
libtiff | 7 | 182 | 23 | 236 | 31 | 284 & AHEhs s WAL seed corpus7h WA
libavif | 0 | 2834 | 0 | 2895 | 0 | 4458 zZeAEL AFA] el E=ete Agde
libave | 0 | 6673 7603 | 0 753 exploration $4<& 75kslr] $l8 At g2
model & AHEdlE 7S A% = modelE B
Table 6. Line coverage performance by model accuracy
Project Simple-seq2seq seq2seq-attention transformer
75% 80% 85% 90% 75% 80% 85% 90% 75% 80% 85% 90%
ffmpeg 2533 | 2405 | 2968 | 2864 | 2354 | 2559 | 2721 | 2773 | 1357 | 1857 | 2084 | 2027
mpgl23 | 1617 | 1720 | 1701 | 1701 | 1491 | 1685 | 1740 | 1639 | 1583 | 1724 | 1840 | 1726
libtiff 237 227 264 268 139 271 262 284 125 163 166 179
libavif | 4417 | 2714 | 1182 | 1182 | 4458 | 610 1379 | 2705 | 2400 | 2276 | 1634 | 2164
libave 6661 | 5412 | 5660 | 5660 | 7083 | 5649 | 5328 | 6124 | 7853 | 7126 | 4974 | 3990
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(A) libtiff coverage map (input data)  (A-ll) libtiff coverage map (inferred data)
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Fig. 11. Data distribution by accuracy
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Table 7. Known Vulnerability

Table 8. Unknown Vulnerability

Project Vul. Type CVE ID
oL Heap-based o
libtiff use-after-free zero-day

Project Vul. Type CVE ID
o Segmentation (known)
libtiff violation CVE-2014-9330
libtiff Heap-based (known)

buffer over-read CVE-2017-17942
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